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Guidelines for national criminal codes in the field of information security and their application throughout the international community

Cyber crime defies national boundaries. With increasing skill, cyber criminals exploit perceived weaknesses in the laws and practices of States and loopholes deriving from the absence of appropriate legislation in many of these. Any effective strategy to prevent and combat the new types of offenses and the new modalities of committing traditional offenses through technologies of cyberspace must therefore include transnational responses in criminal law and law enforcement.

The case for universality

In many countries, especially in those where the information revolution has been most marked, national legislators have acted early on to provide sanctions for crimes in cyberspace; at least in these countries, from the beginning of the cyber age and the realization of its criminal potential, cyberspace has not been allowed to remain an area free of law. Especially nations with an evolved legal culture have enacted framework laws to regulate information and communication services, clearly setting out their lawful limits and including penal prescription. Often it has proven enough to amend existing legislation so as to include electronically generated or stored data in the provisions that would otherwise pertain to written, visual or verbal presentations (economic offenses, breach of confidence, falsification of documents, defamation -  to name just a few). In other cases, such broadening of the field of application has been found to be feasible under extant statutes, or by judicial interpretation. Occasionally, special penal articles were added to cover new-type offenses. More often than not, legislative and administrative action on the national level has concentrated more on police and law enforcement procedures: special agencies for analyzing cyberattacks have been set up, specialized cyber police forces have been established, and, generally, the domestic coordination of law enforcement agencies has been strengthened, with the United States under Presidential Critical Infrastructure Directives enhancing coordination activities to a particular degree.

Yet, no matter how well-conceived and effective many of these legislative and law enforcement initiatives on the national level, there are bound to remain considerable differences between nations of standards, legal coverage and levels of protection. Furthermore, the speed and technical complexity of offenses in cyberspace require international cooperation in the investigation of, and common responses to, threats and attacks. Such cooperation as occurs – especially outside of Europe with its developing common legal framework – is voluntary and inadequate. Thus, one cannot but agree with the following finding by the European Commission in 2001:

                  Despite the efforts of national and supranational 

                  organizations, the various national laws show remarkable 

                  differences, especially with respect for the criminal law

                  provisions on hacking, trade secret protection and illegal 

                  content. Considerable differences also exist with respect to

                  the coercive powers of investigative agencies (especially

                  with respect to encrypted data and investigations in 

                  international networks), the range of jurisdiction in criminal

                  matters, and with respect to the liability of intermediary

                  service providers on the one hand and content providers on

                  the other hand. . .

This reflects  the early recognition that, given the cross-border nature of information networks and their criminal potential, national penal concepts need to be approximated and even, as much as possible, to be harmonized among countries in order to ensure the necessary efficiency in the fight against criminal threats in cyberspace. Increasingly the conviction has been gaining ground that binding international instruments are needed to guide and achieve uniformity in national crime codes, and that, in addition to substantive and procedural prescription, rules of international cooperation in the application of these measures are required to ensure the necessary levels of protection. The case for a binding, universal international code of such a broad scope  is compelling.

In its Report and Recommendations, the Permanent Monitoring Panel focuses less on the day-by-day disruption of economic and societal life and the damage to legitimate personal and corporate interests by criminal uses of cyberspace. Instead, it emphasizes  the “cyberwar” dimension, i.e. the strategic damage that can be inflicted on critical societal infrastructures and States and can, in a very real sense, endanger peace and security. In this perspective it is clear that criminal law and procedures and even sophisticated rules of international cooperation in law enforcement, however reliably and universally applied, can only be one – important – aspect of the fight for information security. Highly relevant threat scenarios – action by international terrorism networks like Al-Qaeda, hostile cyberattacks by foreign governments, even  electronic measures in the pursuit of otherwise legitimate defense policies  – cannot be deterred or captured by the application  of criminal law;  application may indeed be impossible. Realistically, if somewhat bluntly, the Stanford proposal for an international convention on cybercrime and -terrorism to which more extensive reference will be made later, states in its Art. 20: “This Convention shall not apply to any state conduct undertaken for a public, non-commercial purpose, including activities undertaken by military forces of a State Party, or to a State Party’s activities relating to an on-going armed conflict”. Such scenarios call for other categories of international defensive responses, e.g. in the UN framework, they are thus treated elsewhere in this Report and its supportive papers. Criminal codes  provide only a partial, if  necessary and  adequate response for the general protection of civil society. 

Criminal codes of universal application would not only provide an increasingly water-tight system of retribution and sanctions in keeping with general standards of justice, but would also serve the emergence and consolidation of an international code of conduct in this domain, a clearer general vision and behavioral culture of where the permissible limits for using the new information and communications media lie. They could thus help to underpin efforts to establish a comprehensive global Law on Cyberspace in which they could eventually be incorporated.

If universality is thus worth striving for in order to avoid loopholes of prosecution and ensure international conviviality, and if it is urgent, indeed highly time-critical, one must also realize the difficulties that arise in this quest. The need alone to channel codified texts through parliamentary procedures in so many nation states, and/or the need to transform treaty obligations into applicable national law will indisputably exercise a considerable retarding influence. It would therefore be worth thinking, in appropriate circumstances, of  possibilities to ensure provisional applicability (e.g. of procedural norms) and to establish interim regimes.

Current efforts at codification

Taking stock of the activities of the international community in the elaboration of criminal law relating to cyberspace,  the endeavors by the three international bodies that form the basic policy networks of the industrialized world deserve particular attention: the G8, the European Union, and the Council of Europe, the more so since these bodies are intricately linked by membership, personal interaction and common views. A glance needs to be thrown also, of course, at the United Nations, although the criminal law aspects have not yet been a major focus in any of its organs.

Since 1995, the G7 –  since Russia’s acceptance as a full member  renamed the G8 – has been increasingly more involved in the issue of cybercrime and its prosecution nationally and internationally. Sequentially, a number of subgroups were created (Senior Experts Group on Organized Crime – the “Lyon Group” - , a Subcommittee on High-Tech Crime, an Expert Group to G8 Ministers and Chief Advisors of Science and Technology (Carnegie Group) ) to work out recommendations to Ministers and Heads of State. The comprehensive work of these bodies, and the intensive schedule of meetings both at the technical and the political level have helped to promote a shared analysis of the issues of cyber crime.

Starting from the 40-point Recommendations adopted at the G8 Summit in Lyon April 1996, the deliberations have focussed both on substantive penal law and new techniques of interstate liaison and law enforcement, comprising investigation, prosecution,  punishment, crisis responses, and mutual assistance. At their December 1997 meeting in Washington, Ministers adopted principles and an action plan, that included:

· Review our legal systems to ensure they

          appropriately criminalize abuses of  tele-

          communications and computer systems and promote  

          the investigation of high-tech crimes

· Consider issues raised by high-tech crimes, where

relevant, when negotiating mutual assistance 

agreements or arrangements

· Continue to examine and develop workable solutions

regarding the preservation of evidence prior to the execution of a request for mutual assistance; trans-border searches; and computer searches of data where the location of that data is unknown.

· Develop expedited procedures for obtaining traffic data

from all communications carriers in the chain 

of a communication and to study ways to expedite 

the passing of this data internationally.

· Work jointly with industry to ensure that new technolo-

gies facilitate our effort to combat high-tech crime

by preserving and collecting critical evidence.

As can be seen from this excerpt, the emphasis of the work performed in the G8 context has from the beginning been on procedural and law enforcement issues and the interception and preservation of computer data for legal purposes. In this context, the establishment in 1998 of a 24 hour network of law enforcement experts among the 8 is also noteworthy, while the group has so far shied away from creating an international criminal force on cybercrime as suggested by the USA in 2000, a proposal with supranational overtones for which apparently the time had not yet come.

Although the September 11, 2001 events have stimulated further action on the fight against cyber crime, the G8, in their 2001, 2002 and 2003 summit meetings, have not done much to operationalize the issues involved and have not undertaken to make further progress in the harmonization of substantive cyber crime-oriented penal law. Yet, the G8 have been highly effective in raising public awareness of the need to move ahead in criminalizing cyber offenses, and have greatly enhanced cooperation among the 8 to this end. Given the high degree of overlap in composition with the other transnational policy networks active in this field, the EU and the Council of Europe, the G8  has also played an important rôle in ensuring broad international cooperation as well as disseminating its own work results in the field of cyber crime to a larger international community. However, there has been little measurable effect  in terms of substantive harmonization of national penal law, and there are no detailed agreements on which to build in terms of a comprehensive criminal code.

For many years, the same could have also been said of the European Union. Although combating cyber crime in the framework of strategies to combat organized crime has been high on the EU agenda since 1996, and although the Commission has in 1998 produced a comprehensive study on computer-related crime (the COMCRIME study), and in early 2001 a Communication entitled “Creating a Safer Information Society by Improving the Security of Information Infrastructure and Combating Computer-related Crime” (COM(2000)890 final), legislative proposals to approximate criminal law and transfrontier aspects of cybercrime investigations and criminal procedure have been slow to emerge. In the words of the Commission itself,  the improvement of the security of information infrastructures, and combating computer criminality still appeared as one of the “longer term” assignments for the future, reflecting a certain slowness and timidity in its concrete proposals, owing to the institutional inertia in the emergence of the Union’s Third Pillar. While the analysis among the 15 is clear, and the need for joint action recognized, the Third Pillar policy process (intergovernmental cooperation of the 15 EU in matters of Interior and Justice), as evidenced also by the painful delays in negotiating and reforming the EUROPOL Convention, continues to show a mode of EU governance in  transition.

However, urged on by some concrete European Council decisions and action by the European Parliament, the process has recently accelerated, prompting the Commission to produce, in April of 2002, a proposal for a Council Framework Decision on attacks against information systems (COM(2002) 173 final) that provides guidelines for the harmonization of criminal law in the field of cyberdelinquency and for intra-EU cooperation in law enforcement. According to EU treaty law (Art. 34 (2) (b) of the TEU) such framework decisions are binding on the Member States as to the results to be achieved, while leaving to national authorities the choice of form, method and, often, exact time frames. The draft Framework Decision has received political Council backing in the spring of 2003 and is now considered on the governmental and parliamentary level. Formal adoption by the EU Council is expected for October of 2003, and an implementation deadline for Member States is likely to be fixed at one year from then. With the enlargement of the EU planned for 2004, the area of application will extend from the current 15 Member States to the then 25. 

The draft Framework Decision is unlikely to undergo major changes prior to its formal adoption so that the current text can practically be taken as final. After some basic definitions (electronic communications network, computer, computer data, “without right”, etc.) the Decision sets out to identify two basic sets of criminal acts (illegal access to information systems, illegal interference with information systems) and further contains provisions on the measure of penalties, aggravating circumstances and the liability and sanctions for legal persons. There are also rules for the delimitation of national jurisdictions, exchange of information and the setting up of permanent contact points.

There is no doubt that the Framework Decision, once its harmonizing effects within the larger EU are in place, will make a major contribution to achieving uniformity of national crime codes in an important region of the world. It is designed for a group of countries with closely-knit legal and political relations that currently aim at a common legal and interior policy space, and where cooperation and mutual information mechanisms are already in place to facilitate and standardize joint law enforcement.  The Framework Decision was drafted subsequently to the international Convention on Cyber-crime elaborated within the Council of Europe, an exercise in which all EU Member States took part, and with this negotiating experience in mind. As the Explanatory Memorandum of the Commission to its proposed Framework Decision underlines, it is intended to be consistent with the approach adopted within the Council of Europe, and, indeed, ratification by EU members of the CoE Convention is in process, or, in one instance, already completed. The somewhat more precise and far-reaching, in other respects less complete Framework Decision thus reflects the particular stage of legal developments within the EU, but would be less adequate as a basis for universal application.

The Council of Europe Convention on Cybercrime

This underlines the special merit of the Council of Europe and its draft Convention on Cybercrime, adopted by its Committee of Ministers in November of 2001 and now open for signature. This comprehensive multilateral agreement, negotiated since 1997,  no doubt constitutes a major drafting achievement by a representative cross section of the international community, and there is no private or public initiative in sight that could match it in legal status, number and scope of countries involved, suitability for world-wide introduction, completeness, quality and endorsement received. It will thus be in the center of the analysis provided in this paper.

Not surprisingly in view of the overlapping memberships, both the EU and the G8 have given it institutional endorsement. At present, 34 States have signed the Convention, almost all of them on the day of adoption by the CoE Committee of Ministers and opening for signature, the 23 of November 2001; four States, including one member of the EU (Austria) have since ratified. Among the signatories are all member States of the Council of Europe with the exception of only 13  (Andorra, Azerbaijan, Bosnia and Herzegovina, the Czech Republic,  Georgia, Latvia, Liechtenstein, Russia, San Marino, Serbia, Montenegro, Slovakia, Turkey). Among the other signatories are such important non-members that have participated in the negotiation as Canada, Japan, South Africa and the United States. This list may sound impressive; however, there has been only marginal progress in the status of the Convention since November 2001, and none of the potential “problem” countries outside of the CoE environment have proceeded to sign up.

Yet, there is little doubt that the quest for an uniformization of criminal law and relevant penal procedures throughout the international community will, for lack of alternative,  take place, one way or the other, under the auspices of the Council of Europe text, the first  international instrument in this field.Even such well-conceived and tightly worked alternative, private proposals for codification as the Proposal for an International Convention on Cyber Crime and Terrorism

sponsored by the Hoover Institution at Stanford University will eventually fall by the wayside. 

The future acceptance of the Council of Europe Convention should be further helped by its broad coverage  – the Treaty purports to regulate substantive penal law as well as criminal procedural law and sets up a fast and effective regime of international cooperation, underlining the essential linkage between the three; indeed, the importance of expedited means of international cooperation requires such linkage, as cyber crime can cause havoc in minimum time and electronic evidence can disappear in an instant.

In addition, the Treaty text comes accompanied by a weighty Explanatory Report that will help to inform the political process in the necessary moves towards signature and ratification. The document illuminates the structure and context of the Convention and provides detailed comments on each article, reflecting the negotiating process as well as the inherent problems of each proviso. There is also a large amount of literature, most of it available through the Internet, with comments from industry, the computer and internet community, NGOs and other private groups that have participated in a public debate encouraged by the Council of Europe secretariat during the last year of the negotiation, after the then available draft nº 19 was declassified. This debate and the critical comments that it generated, especially on the difficult dividing lines between the liberty of expression and privacy in cyberspace, and the requirements of law enforcement, have been enlightening, but have, in the last analysis, not prompted the negotiators to change their texts comprehensively. A comparison of the last few drafts (e.g. draft 19 through 27) with the adopted text of the Convention demonstrates relatively few adjustments of more than stylistic quality.

Before the individual Chapters of the Convention are briefly reviewed, some comments of a general nature appear in order. The Convention is directed to, and will exercise binding legal effects on, the signatory states.

These effects are, however, of a dual nature. For the most part, the Treaty obligations demand legislative action on the part of the signatory government (“Each Party shall adopt . . .”) This is not only true of the articles on criminal offenses, but also for those on common penal procedures.

Before these articles begin to have a direct impact on the citizens of a signatory, in fact a double legislative process must be completed: one, to ratify the Convention, the other to create or amend the relevant national code of law; it has already been pointed out that in many countries this double procedure may tend to be extremely time-consuming and the slow progress in transforming the current signatures into ratifications since 2001 confirms this. However, some important articles of the Convention appear to be self-executory. Thus, a good deal of the obligations to cooperate and mutually lend assistance, or the treatment of information and communications may flow directly from the Treaty, independent of its internal transformation into domestic law, especially where bilateral cooperation arrangements already exist. 

The Process Ahead

The entry into force of the Convention as such, and for each ratifying State, will thus generate at least some rapid results. In addition, the hurdle for  entry into force of the Convention has been fixed at a low level: the Convention requires 5 ratifications, including at least 3 from member States of the Council of Europe.

While the Treaty essentially requires the States Party to transform the Treaty obligations assumed into domestic law, there are no hard and fast rules as to how this should occur. Each State has to adopt – in the recurring wording of the Treaty – “such legislative and other measures as may be necessary to establish . . .” and thus disposes of a certain margin of maneuver as to how this be best achieved and fitted into extant law.

Surely the essence of each Treaty obligation needs to be preserved, but it would seem highly improbable that all States Party wind up verbatim  with the same law codes. Accordingly, Art. 39 and the Explanatory Report stress the supplementary nature of the Convention: it purports to set out minimum obligations. Art. 39 par. 2 expressly recognizes the right of the Parties to assume obligations that are more specific in addition to those set out in the Convention; indeed,  the European Union has already tread that path in its Draft Framework Decision, in the interest of an even more far-reaching harmonization of laws in the EU integrational context. Art. 39 especially provides for the broadening of obligations on the basis of existing or future bilateral or multilateral accords, provided these are consistent with the obligations under the Convention. Indeed, in the Hearings which the EU Commission organized in March 2001 on the issues of a safe information society and the fight against cyber crime, the fear was voiced that the notion of the EU “going further” might create uncertainty, and that too many initiatives at the international level would lead to inconsistencies. A prudent management of the Convention will avoid such dangers.

Turning now to the text of the Convention, the arrangement of its 34 articles, a definitional chapter and final clauses left aside, clearly demonstrates the triple purpose of the Treaty: harmonizing criminal law, harmonizing investigative procedures and criminal enforcement, and creating effective international cooperation to this end. My analysis will be brief and schematic, as the Convention text is readily available at http://www.coe.int. Some more space will be devoted to various criticisms and difficulties its articles raise, as these are likely to influence public debate, impinge on the motivations of States to sign and ratify, and determine choices when States Party use their discretionary margin of wording in the transformation process.

An agreed terminology and shared legal definitions are of obvious importance. While computer programs and data have already been referred to in other international agreements (cf. the WIPO Copyright Treaty of 1996 or the TRIPS agreement which also provides for some criminalization of  piracy), and while some definitional and guidelines work has been accomplished in this respect by the OECD and the UN, Chapter I of the Convention – Use of Terms – provides, for the first time, comprehensive treaty definitions of the terms computer system, computer programs, computer networks, computer data, service provider and traffic data. They are likely to enter  into general legal use worldwide, as States Party, on ratification, need to introduce these concepts into their own legal system in a manner consistent with their Treaty obligations and with the principles of the Convention. The compatible definitions contained in the EU Framework Decision appear to be technically sound and somewhat more precise; they will no doubt assist legislators in this task.

The subsequent catalogue of criminal law provisions which nations have 

to adopt is based on these definitions. The catalogue aims at common  standards for criminalizing offenses against the confidentiality, integrity and availability of computer data and systems and for computer-related offenses. It contains 9 offenses, grouped in 4 different categories: illegal access, illegal interception, data interference, system interference, misuse of devices, computer-related forgery, computer-related fraud, then – as the only content-related offenses – offenses related to child pornography and to the infringement of copyright and related rights where the latter have been committed on a commercial scale and by means of a computer system. All offenses defined in this section need to be committed “intentionally” and “without right”. These terms which tend to allude to well-established principles regarding criminal culpability, but the drafters of the Convention obviously intended to leave the exact meaning to national interpretation. A guideline of the same broad nature, to be filled by national legislatures and the judiciary, is contained in Art. 13 on sanctions and measures. Punishment of cybercrimes is to be meted out by “effective, proportionate and dissuasive sanctions, which include deprivation of liberty”, without further definitions. 

Even more than the articles on substantive law issues, those on procedural law break new ground in that they oblige States Party to endow themselves with extensive investigative and law enforcement powers. These procedures are to apply, in addition, to any offense committed by means of a computer system or the evidence of which is in electronic form, - even beyond the scope of the 9 offences spelled out in the Convention. The procedural powers are: expedited preservation of stored data (up to a maximum of 90 days, with the order renewable subsequently); expedited preservation and partial disclosure of traffic data; production order for computer-stored information in a person’s possession or under his control, and for subscriber information; search and seizure of computer data, real-time collection of traffic data; interception of content data. These broad powers are, however, to be established subject to the conditions and safeguards of domestic law, which shall provide for the adequate protection of human rights and liberties, incorporate the international covenants on human rights and fundamental freedom, and further incorporate the principle of proportionality.

Limited reservations by States Party are also permitted. 

Taken as a whole, this set of procedural instruments, once enacted by the international community, appears powerful indeed. During the negotiations they have understandably aroused controversy among the negotiators as well as among outside advocates of freedom of expression and civil liberties; reference to this on-going debate will be made later. The balance which the Convention strikes between sweeping procedural powers and a more general caveat on human rights and liberties, may complicate the ratification and transformation processes in many signatory States, as the balance will become more difficult to preserve when concrete statute language is discussed.

The sections of the Convention dealing with the harmonization of substantive and procedural criminal law conclude with language on jurisdiction. The Treaty opts for the traditional principle of territoriality, and in cases where more than one Party claims jurisdiction for on obligation to consult with a view to determining the most appropriate jurisdiction for prosecution, thus avoiding the problem of double jeopardy. This may appear limitative; yet, the universality of the effects of cyber-space offenses will, to a certain extent, compensate for a lack of universality of application of penal statutes. Even though an attacker may have acted from far away, e.g. out of a non-cooperative State with an inadequate penal regime or which chooses not to prosecute, the law can strike in a State or States where the victim of the cyber crime resides. The ubiquity of the effects of cyber-offenses move cyber crime law, although it may not yet be universally adopted or applied or whether the originating state is uncooperative, tendencially towards becoming a chapter of world penal law. 

Chapter III of the Convention on mutual cooperation contains provisions concerning traditional and cyber crime-related mutual assistance as well as extradition rules, both if reciprocal cooperation and assistance arrangements already exist between two Parties, and in case they do not. Computer- or computer-related crime specific assistance covers the same range of procedural powers as already discussed above and applies them to inter-State use. Thus, under certain conditions, especially of confidentiality, and with certain limits to disclosure a Party may demand – or be offered spontaneously – transfrontier access to stored computer data and preserved traffic data. Procedurally, Parties are to nominate a central authority or authorities for handling requests for mutual assistance. In addition, the Convention provides for the setting up of a permanent 24/7 network with appropriate equipment and trained personnel in order to ensure the availability of immediate assistance for purposes of investigation and prosecution, including the collection of evidence and the locating of suspects. 

Forthcoming Debates

When the confidentiality of the negotiating process was lifted at the completion of draft nº 19 in 2000, the ensuing – and intended – public debate brought to light comments and criticisms of the project that in some instances were extremely vociferous. In a technical sense, this debate is now moot, as the Convention was adopted by CoE ministers and is now open for signature and ratification. Yet, as already indicated, some of the critics may have their day on the national level during the various ratification and transformation debates. They are thus of continuing importance to the present analysis.

The most violent criticism of the Convention’s approach has come from the advocates of freedom and speech and human rights. Critics complain that the Convention undermines individual rights to privacy and extend the surveillance powers of government. Of particular concern to some is the possibility that personal data may be transferred to countries where they are less protected by local law so they could serve other than direct cyber crime law enforcement purposes. An attack of particular vigor was launched in 2000 by the Global Internet Liberty Campaign which –with broad support from a  multitude of co-signers - has argued its belief “that the draft treaty is contrary to well-established norms for the protection of the individual, that it improperly extends the policy authority of national governments, that it will undermine the development of network security techniques, and that it will reduce government accountability in future law enforcement conduct”; in a similar manner, critics have conjured the danger of rising costs of e-business and loss of consumer confidence in electronic commerce.

It remains to be seen how this critical strand of thought – present not only in the United States, but very much also in Europe – will impact on ratification processes, how the countervailing interest of safeguarding information security in the aftermath of Sept. 11 will articulate itself, and where national balances will be struck.

Similar caveats were brought to bear, more specifically, on the draft provisions that require Internet Service Providers to retain records regarding the activities of their customers. Many interest groups in this field and especially the ISPs through their spokesmen have declared the provisions to be in violation of the Data Protection Initiative of the European Union (indeed, there is no special data protection clause), Art. 8 of the European Convention on Human Rights, and the jurisprudence of the European Court of Human Rights. They have also attacked the potential criminal liability of the service providers themselves for third party content, as imposing on them undue monitoring duties, or else exercising a chilling effect on the free flow of ideas and information through the net.

The current Art. 15 of the Convention which fully safeguards the protection of human rights and civil liberties, as expressed also in international covenants, would seem to invalidate these claims at least in a formal sense.

Further criticisms have been directed at the possible wide meaning of illegal devices in Art. 6, as it may criminalize unduly the development of new security tools, thus policing scientific innovation and otherwise inhibit lawful uses; this criticism may have been harnessed sufficiently by the actual formulation of the article. 

A host of criticisms have been levied against the, indeed somewhat sweeping, procedural and cooperation provisions of the Convention. The absence of specific safeguards, e.g. in the case of search and seizure, has been deplored. Especially the high-tech corporations on both sides of the Atlantic, but also bodies like the US Chamber of Commerce and the Information Technology Association of America have opposed the  

Treaty as overly intrusive and damaging to their competitive situation, at times constructing  threatening scenarios of official investigators rummaging their clients’ computer systems for less than transparent purposes. 

Some of the crusades are directed against the definition and persecution of content-related offenses. Of these, the Convention singles out for criminal treatment only two, child pornography and infringement of copyrights. In the case of the former, some earlier criticism may have been allayed by the current, more stringent wording of the Article. But the general claim that mingling with the content of computer systems constitutes a violation of freedom of speech rights, or at least that intervention should be curtailed by a presumption of lawful exercise of these rights, must, of course, be taken seriously. In that respect, undoubtedly, content-related offenses are in a different class from offenses against computer systems themselves or computer-related offenses. 

The general rule for content offenses must be that an act that is punishable off-line cannot go unpunished on–line; child pornography is already a punishable offense in most countries. Laws establishing criminal offenses in this particular instance as the Convention requires, should therefore not be problematic, especially since all the negotiating States have agreed to adopt a strong position. A more serious problem arises where there is no full agreement among the international community on the criminal relevance of certain conduct and where national laws are not uniform. The dissemination of materials inciting racial hatred, discrimination, attacks on certain religious beliefs, fomenting violence or the outright defense of terrorist acts and behavior are cases in point. The Convention abstains from ordaining criminalization of such contents, even where a large consensus on their unworthiness and unacceptability among States can be assumed. Yet, the problem remains posed. As the effect of dissemination of such messages is normally transfrontier, there must be tools to prosecute or at least inhibit them, if the criminal ordre public imperatively so requires. A well-known case is the difficulties the Government of Germany (where materials defending or praising National-Socialism are criminally banned) experiences with Nazi propaganda in the Internet that originates in the USA, where the expression of such views is protected by the First Amendment. However, the current US debate on government-proposed comprehensive security sweeps in the Internet (“Total Information Awareness Program”) in the name of fighting terrorism, and the intense criticism they have been drawing from civil liberty defenders may give a new dimension to the underlying debate, just as, on the other side of the spectrum, China’s exclusionary policies on internet contents  of recent times.

As a final comment on the Convention, mention ought to be made of the rules for  accession by States not part of the negotiating process. As the Final Clauses, of which the accession clause is one, deliberately keep within the Council of Europe traditions, the text, among other conditions, requires the unanimous vote of the representatives of the Contracting States on the accession request. While a case can, of course, be made that States Party want to have an affirmative say on other Parties with whom they are to cooperate and share obligations (and often sensitive information under the mutual assistance clauses), the solution appears to be overly restrictive for a Convention whose affirmed purpose is to achieve universality.

Recommendations

As was affirmed earlier, the criminal law dimension, while being an essential tool to fight cyber crime, is not by itself sufficient to lead an effective overall crusade against the proliferation of cyber crime and, more generally, the dangers to civil society and international security that loom in cyber space. Yet, bearing this in mind, the following recommendations are formulated for consideration by the Permanent Monitoring Panel:

a) The Convention on Cyber Crime should be advocated as the central

legal tool in an attempt to harmonize criminal law on cybercrime.

It should be highlighted in educational campaigns and form a subject of public debate on cybercrime issues.

b) All States should be urged to sign the Convention if they have not

already done so, and to accelerate ratification and transformation

processes

c) States Party, immediately subsequent to the entry into force of the

Convention, should take steps to nominate and notify their authority for the handling of mutual assistance, participate in the 24/7 network and take other steps to promote international cooperation in the field of cybercrime.

d) States should attempt to minimize reservations when depositing their instruments of ratification or accession in order maintain the common thrust of the Treaty.

e) A UN General Assembly Resolution, possibly in the framework of the annual resolution of the Assembly on Developments in the field of information and telecommunications in the context of international security, should urge timely signature and ratification of the Convention by the widest possible number of member States.

f) The Convention, in appropriate form, should be incorporated in a comprehensive global Law on Cyberspace.

� Part of these recommendations has been endorsed by the PMP. See Recommendation 2 and Explanatory 
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